
Deutsche Bank

An Innovative and Effective Approach 
on Third Parties Auditing (featuring AI)

Group Audit

Audit Masters Conference - Rome - GLC Europe

20 May 2025, Rome, Luca Boaretto & Daniele Pasini



Deutsche Bank Group Audit

Agenda

1 Why We Need a New Innovative Audit Approach

2 How We set-up the New Methodological Approach on Third-Parties

3 How can AI increase audit testing efficiency

4 What We learned and what are the Future Challenges

20 May 2025, Rome, Luca Boaretto & Daniele Pasini 2



Deutsche Bank Group Audit

Complex third-party and sourcing risk landscape
The need for audit assurance
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1. Regulations and International Standards
Highly regulated frameworks impact on:
• Assessment of sourcing risk
• Reporting duties and quality of information
• Audit involvement

2. Internal Third-Party Framework (Policies and Controls)

• Enhanced requirements on third-party services
• Extended DB internal framework scope coverage

3. Third-Party footprint
• In 2024 DB Italy utilized more than 500 third party services, t/o about 400 ext. provided
• Increasing outsourcing initiative (> 130, t/o more than 70 ‘critical or important functions’)

Note: third party providers involved in 50% of cyber and operational incidents (Bank of Italy, 
‘Digital Resilience In The Italian Financial Sector’, Oct. 2024)

4. Demand for Group Audit

• Given the audit skills, Business divisions managing vendors require Audit involvement (e.g. 
request to perform audit on specific vendors) 

Audit Objectives

• Definition of a comprehensive and 

standardized third parties audit framework

• Increase audit coverage footprint year by year 

to meet regulatory and senior management 

expectation 

• Holistic assessment of audit result (i.e. 

findings) to enable read-across activities and 

sourcing risk awareness by audited 

department
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From sourcing risk factors to a multi-year audit plan
Audit steps to reach sustainable plan
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Risk Factors Analysis

• Vendors and services register is enriched
with risk factors assessment

• Data comes from internal vendor risk 
management tools (automation might 
apply)

Classification

• Define internal audit classification on 3 
tiers to align with audit risk-based 
approach and risk-appetite

• Override applies (increase/decrease) for 
any additional risk factors upon audit 
judgement (i.e. data breach events, 
findings impacting vendors/services, audit 
business monitoring)

Audit Planning

• Define priority (based on classification)
• Allocate annual budget
• Define coverage cycle
• Deploy coverage tracker, incl. existing 

audit findings

Low

Medium

High

Risks Factors

Information 
Security

Business 
Continuity

Regulatory 
(AML, Privacy, 

…)

Outsourcing 
materiality

Incidents

Concentration 
/ lock-in

1

2

3
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Audit test work program
It’s not only about sourcing risk 
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Contractual checklist
Outsourcing 

management checklist 
Information security 
and technology RCM

Legal and Procurement Risk
• Contract adherence to internal template.
• Deviation are approved.
• Terms and condition aligned with 

Regulatory provisions.

→

Fraud and Misconduct risks are assessed as part of the audit test
e.g. unfavourable conditions, collusion risk, conflict of interest, manipulated selection, false attestation, unauthorized negotiation 

Strategic risk, vendor lifecycle risk IT risk

→ →

Legal and Procurement Risk
• Contract adherence to internal template
• Deviation are approved
• Terms and condition aligned with 

Regulatory provisions
• Audit rights

Strategic risk, vendor lifecycle risk
• Initial Due diligence and regular risk 

review, service criticality assessment
• Benefit/cost analysis
• Sub-outsourcing
• Vendor lock-in / concentration risk and 

exit strategy assessment

ICT risk
• Cyber security
• Privileged access management
• Availability and service continuity
• Production Change Control
• Software Development
• IT Event, Incident & Problem
• Infrastructure Management
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Audit test work program
What we test

20 May 2025, Rome, Luca Boaretto & Daniele Pasini 7

A contract checklist, in order to verify minimum contractual requirements in line with applicable DB policy and Regulatory requirements
(EBA guideline and DORA RTS) which include e.g.:

• Agreed service levels, which should include precise quantitative and qualitative performance targets

• Reporting obligations and audit rights

• Mandatory insurance against certain risks

• The sub-Outsourcing permit

• Business contingency plan and termination rights

An Outsourcing management checklist to verify how management is overseeing the outsourcing arrangements and related risks. The
checklist is tested against the following pillars mainly derived from EBA guideline (EBA/GL/2019/02):

• Assessment of outsourcing arrangements

• Sound governance arrangements and third-party risk

• Outsourcing process

An Information security and technology RCM to verify third party IT organizational and technical measures. The following steps were
followed to implement the IT RCM:

• Analysis of the DB policy on Information Security applicable to vendors (minimum requirements)

• Identification of controls and tests based on e.g. regulatory provisions (EBA and DORA RTS), best practice/int. standards (e.g. ISO 27001) and - last 
but not least - auditor experience and internal benchmarks

• Definition of the complete IT RCM

• Identification of minimum bucket of tests for low, medium and high-risk vendors and definition of the risk-based IT RCMs
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Audit test work program
How we test
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ID Requirements

1 the start and end dates for the agreement

2 the conditions for amending the agreement

3 the duration of the agreement

4 the applicable law

5 the respective rights and obligations, the objective and measureable levels of Service and the subsequent information flow for the relevant monitoring Controls 

6 the levels of Service ensured for the emergency and the business continuity solutions in line with the Bank’s needs and the requirements of the Supervisory Authority

7 the sub-Outsourcing permit

8 the location(s) where the critical or important functions will be provided

9 where relevant data will be kept and processed, including possible storage locations

10 the conditions to be met, including the requirement to notify the institution concerned if the Service Provider proposes to change location(s)

11 the right to monitor the Service Provider’s performance on an ongoing basis

12 the agreed Service levels to allow for timely monitoring so that appropriate corrective action can be taken if the agreed Service levels are not met

13
the reporting obligations of the Service Provider, including the communication of any developments/incidents that may have a material impact on the Service Provider’s ability to effectively carry out the critical or 

important function

14 whether the Service Provider should take mandatory insurance against certain risks and, if applicable, the level of insurance cover requested

15 the requirements to implement and test business contingency plans

16 provisions that ensure that the data that are owned by the institution can be accessed in the case of insolvency, resolution of the Service Provider

17 the unrestricted right of institutions and competent authorities to inspect and audit the Service Provider

18 the obligation of the Service Provider to cooperate with the competent authorities

19 a clear reference to the national resolution authority’s powers

20 Compliance with appropriate IT security standards

21
the right for the Statutory Auditors and the Supervisory Authority to access all relevant business premises including the full range of relevant devices, systems, networks, information and data used for providing 

the outsourced function

22
unrestricted rights of inspection and auditing related to the Outsourcing arrangement to enable monitoring of the Outsourcing arrangement and to ensure compliance with all applicable regulatory and contractual 

requirements

23 for Outsourcing of functions that are not critical or important access and audit rights should be ensured on a risk-based approach

24 data and system security requirements

25 obligation that the Service Provider protects confidential, personal or otherwise sensitive information in order to comply with all legal requirements regarding the protection of data that apply to the Bank

26
the express termination clauses allowing the Bank to terminate the Outsourcing agreement in case the supplier would not be in the position to provide the Service or to comply with the agreed level of Service or 

comply with applicable law or regulation

27 the procedures for the renewal and the reciprocal commitments for the termination of the agreement

ID Requirements of outsourcing management

Applicability

(FEI = Outsourcing of critical or 

important functions)

1 Execution of the assessment to identify whether the prospective or existing Outsourcing are material and “Outsourcing of critical or important functions". FEI & Not FEI

2
Involvement of the roles reported in the outsourcing policy, in particular of Legal and Compliance for the assessment to identify whether the prospective or existing Outsourcing are 

material and “Outsourcing of critical or important functions". 
FEI & Not FEI

3

Involvement of the Management Board for the approval of all “Outsourcing of critical or important functions” is the Management Board.

FEI: Management Board of DB SpA (regardless of any monetary threshold).

Not FEI: 

a) Management Board of DB SpA for outsourcing arrangements with an annual contract value (excl. Taxes) equal or above EUR 500K or a total contract value equal or above EUR 5 million. OR 

b) 2 members of the Management Board of DB SpA for outsourcing arrangements with an annual contract value (excl. Taxes) below EUR 500K or a total contract value below EUR 5 million.

FEI & Not FEI

4 Assessment of the potential impact of outsourcing arrangements on their operational risk. FEI & Not FEI

5 Expected benefits and costs analysis of the outsourcing arrangement. FEI & Not FEI

6 Assessment of the Sub-Outsourcing risk. FEI & Not FEI

7 Ensure that the Third Party prepares the business continuity plans, keeps them updated and accessible to the SO FEI

8
Ensure that the Third Party provides all the necessary documents and information for independent assessment over the quality and the effectiveness of the business continuity plans by 

RTCs prior to approval of the Outsourcing
FEI

9 Ensure that the Third Party promptly notifies the Bank of the occurrence of incidents in order to allow the prompt activation of the related business continuity procedures. FEI

10 Prepare, maintain and periodically test appropriate business continuity plans with regard to outsourced critical or important functions. FEI

11
Taking into account in the Business continuity plan the possible event that the quality of the provision of the outsourced critical or important function deteriorates to an unacceptable level 

or fails and the potential impact of the insolvency or other failures of service providers and, where relevant, political risks in the service provider’s jurisdiction.
FEI

12 Definition of a clearly defined exit strategy for Outsourcing critical or important functions in line with the business continuity planning. FEI

13
Communication to the European Central Bank, or Bank of Italy, after approval by the Management Board and before commencing the“Outsourcing of critical or important functions”, of the 

outsourcing of a critical or importan function.
FEI

Adequacy, quality and effectiveness of the assessment of the criticality or importance of functions and appropriate involvement of governance bodies

Adequacy, quality and effectiveness of the risk assessment for outsourcing arrangements and that the risks remain in line with the institution’s risk strategy

Adequacy of the business continuity plan

Adequacy of the communication

# Level 1 Risk Level 2 Risk Level 3 Risk Key Control ID Control Title  Key control description Area Tests Name
Control Type

as per ISRV KOD

ISRV KOD Ref.

(including ISRV requirements 

for cloud computing)

Regulatory Ref.
Applicability 

(Vendor category)

T.ISG-1.1 Information Security Management System Baseline
0501-01_ISRV#3.0

0501-02_ISRV#3.0
Guidelines 10 - 23, 28-30 of EBA - GL -  2019 - 04 Low

T.ISG-1.2 Information Security Management System N/A N/A Guideline 25 of EBA - GL -  2019 - 04 Medium

T.ISG-1.3 Information Security Management System Baseline 0702-03_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 06 Low

T.ISG-2.1 - Data Protection Baseline 0601-01_ISRV#3.0 Art. 37-39 of Regulation (EU) 2016-679 (GDPR) Low

T.ISG-2.2 - Data Protection Baseline 1801-01_ISRV#3.0 Art. 5 of Regulation (EU) 2016-679 (GDPR) Low

Teleworking policy T.ISG-3 -Teleworking policy
Information 

outside DB
0602-02_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 06 Medium

Training and Awareness T.ISG-4 -Training and Awareness Baseline 0702-02_ISRV#3.0 Guideline 49 of EBA - GL -  2019 - 04 Low

Asset Inventory T.AM - 1 - Asset Inventory
Information 

outside DB

0801-02_ISRV#3.0

CCM#4.0 - DCS-06
Guidelines 50, 53-54 of EBA - GL -  2019 - 05 Medium

Information Classification T.AM - 2 - Information Classification Baseline
0802-01_ISRV#3.0

1302-07_ISRV#3.0
N/A Low

T.AM - 3.1 - Asset Disposal Baseline 0803-03_ISRV#3.0 N/A Low

T.AM - 3.2 -Asset Disposal
Information 

outside DB

0803-01_ISRV#3.0

0801-05_ISRV#3.0

CCM#4.0 - DCS-01

Guideline 55 of EBA - GL -  2019 - 05 High

T.AM - 4 - Media Handling
Information 

outside DB

0803-02_ISRV#3.0

1302-04_ISRV#3.0

CCM#4.0 - DCS-01

CCM#4.0 - DCS-02

CCM#4.0 - DCS-04

Guideline 36 of EBA - GL -  2019 - 05 Medium

T.AM - 5 -BYOD
Information 

outside DB
0602-01_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 06 High

T.AC - 1.1 - End-User Access
Information 

outside DB

0902-10_ISRV#3.0

0902-11_ISRV#3.0

0902-13_ISRV#3.0

0904-31_ISRV#3.0

Guideline 31 of EBA - GL -  2019 - 06 High

T.AC - 1.2 - End-User Access

Information 

outside DB

Baseline

0904-01_ISRV#3.0

0904-22_ISRV#3.0

0904-23_ISRV#3.0

0904-26_ISRV#3.0

0904-28_ISRV#3.0

Guideline 31 of EBA - GL -  2019 - 07 Low

T.AC - 1.3 - End-User Access
Information 

outside DB
0904-06_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 08 High

T.AC - 2.1 - Privileged accounts monitoring and controlling
Information 

outside DB

0904-01_ISRV#3.0

0904-07_ISRV#3.0

0904-10_ISRV#3.0

0904-30_ISRV#3.0

Guideline 31 of EBA - GL -  2019 - 09 Medium

T.AC - 2.2 -Privileged accounts monitoring and controlling Baseline
0904-29_ISRV#3.0

1206-07_ISRV#3.0
Guideline 31 of EBA - GL -  2019 - 10 Low

T.AC - 2.3 - Privileged accounts monitoring and controlling
Information 

outside DB
0904-33_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 11 High

Super User & Service 

Account
T.AC - 3 -Super User & Service Account

Information 

outside DB

Privileged 

Access 

Monitoring

0902-03_ISRV#3.1 Guideline 31 of EBA - GL -  2019 - 12 Medium

T.AC - 4.1 - User access provisioning, de provisioning and 

recertification

Information 

outside DB

Privileged 

Access 

Monitoring

0902-08_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 13 Medium

T.AC - 4.2 - User access provisioning, de provisioning and 

recertification

Information 

outside DB

0902-01_ISRV#3.0

0902-06_ISRV#3.0
Guideline 31 of EBA - GL -  2019 - 14 High

T.AC - 4.3 - User access provisioning, de provisioning and 

recertification

Information 

outside DB
0902-01_ISRV#3.0 Guidelines 31-32 of EBA - GL -  2019 - 15 High

T.AC - 4.4 -User access provisioning, de provisioning and 

recertification

Information 

outside DB

Baseline

0904-05_ISRV#3.0

1205-01_ISRV#3.0

1205-02_ISRV#3.0

Guidelines 31,36 of EBA - GL -  2019 - 14 Low

T.AC - 4.5 - User access provisioning, de provisioning and 

recertification

Privileged 

Access 

Monitoring

0902-16_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 14 High

T.AC - 4.6 - User access provisioning, de provisioning and 

recertification

Information 

outside DB
0902-17_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 15 High

T.AC - 4.7 -User access provisioning, de provisioning and 

recertification

Information 

outside DB
0902-18_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 16 High

T.AC - 4.8 -User access provisioning, de provisioning and 

recertification

Information 

outside DB
0902-05_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 17 Medium

T.AC - 4.9 -User access provisioning, de provisioning and 

recertification

Information 

outside DB
0902-15_ISRV#3.0 Guideline 31 of EBA - GL -  2019 - 18 High

T.C&S - 1.1 - Change Management Process
Information 

outside DB

1402-01_ISRV#3.0

CCM#4.0 - CCC-02

CCM#4.0 - CCC-05

Guidelines 75-76 of EBA - GL -  2019 - 19 High

T.C&S - 1.2 - Change Management Process
Information 

outside DB

1401-01_ISRV#3.0

1402-01_ISRV#3.0
Guidelines 75-76 of EBA - GL -  2019 - 19 High

Application Change and 

Release Management
T.C&S - 2 - Application Change and Release Management

Information 

outside DB

1402-01_ISRV#3.0

1403-01_ISRV#3.0

CCM#4.0 - AIS-06

Guidelines 75-76 of EBA - GL -  2019 - 19 High

Infrastructure Change 

Management
T.C&S - 3 -Infrastructure Change Management

Information 

outside DB

1402-01_ISRV#3.0

CCM#4.0 - IVS- da 01 a 11
Guidelines 75-76 of EBA - GL -  2019 - 19 High

T.C&S - 4.1 -Secure software development lifecycle (sSDLC) 

process
Development

1402-05_ISRV#3.0

'1206-09_ISRV#3.0

'1402-06_ISRV#3.0

CCM#4.0 - AIS-04

CCM#4.0 - AIS-07

Guidelines 67-74 of EBA - GL -  2019 - 20 Medium

T.C&S - 4.2 - Secure software development lifecycle (sSDLC) 

process
N/A N/A Guidelines 67-74 of EBA - GL -  2019 - 21 High

T.C&S - 4.3 -Secure software development lifecycle (sSDLC) 

process
Development 1402-02_ISRV#3.0 Guidelines 67-74 of EBA - GL -  2019 - 22 High

T.ST - 1.1 - Vulnerability Management
Information 

outside DB

1206-03 ISRV#3.0

CCM#4.0 - TVM-10
Guidelines 41-44 of EBA - GL -  2019 - 23 Medium

T.ST - 1.2 - Vulnerability Management Baseline

1206-01_ISRV#3.0

CCM#4.0 - TVM-07

CCM#4.0 - TVM-08

CCM#4.0 - TVM-09

Guidelines 41-46 of EBA - GL -  2019 - 24 Low

Patch Management T.ST - 2- Patch Management Baseline 1206-02 ISRV#3.0 Guideline 55 of EBA - GL -  2019 - 24 Low

T.ST - 3.1 - Penetration Test
Information 

outside DB

1206-05_ISRV#3.0

CCM#4.0 - AIS-05

CCM#4.0 - TVM-06

Guidelines 41-46 of EBA - GL -  2019 - 24 Medium

T.ST - 3.2 - Penetration Test
Information 

outside DB
1301-07_ISRV#3.0 Guidelines 41-44 of EBA - GL -  2019 - 23 Medium

T.LM - 1.1 - Log management

Privileged 

Access 

Monitoring

Information 

outside DB

1204-07_ISRV#3.0

1204-01_ISRV#3.0

CCM#4.0 - LOG-04

CCM#4.0 - LOG-07

CCM#4.0 - LOG-08

CCM#4.0 - LOG-12

Guidelines 38-40 of EBA - GL -  2019 - 24 High

T.LM - 1.2 - Log management
Information 

outside DB

1204-01_ISRV#3.0

CCM#4.0 - LOG-01

CCM#4.0 - LOG-02

CCM#4.0 - LOG-03

CCM#4.0 - LOG-10

CCM#4.0 - LOG-11

CCM#4.0 - LOG-12

- Guidelines 38-40 of EBA - GL -  2019 - 25;

- Italian Data Protection Authority's provision 

("Measures and arrangements applying to the 

controllers of processing operations performed 

with the help of electronic tools in view of 

committing the task of system administrator", 

2008)

Medium

T.LM - 1.3 - Log management
Information 

outside DB

1204-09_ISRV#3.0

CCM#4.0 - LOG-06
Guidelines 38-40 of EBA - GL -  2019 - 26 High

T.LM - 2.1 -Log Analysis N/A N/A Guidelines 38-40 of EBA - GL -  2019 - 27 Medium

T.LM - 2.2 -Log Analysis
Information 

outside DB

1204-03_ISRV#3.0

CCM#4.0 - DCS-10
Guidelines 38-40 of EBA - GL -  2019 - 28 High

T.LM - 2.3 -Log Analysis N/A N/A Guidelines 38-40 of EBA - GL -  2019 - 29 High

T.HD - 1.1 - Server & infrastructure security Baseline 1201-07_ISRV#3.0 N/A Low

T.HD - 1.2 - Server & infrastructure security
Information 

outside DB

1201-06_ISRV#3.0

1301-04_ISRV#3.0
Guideline 72 of EBA - GL -  2019 - 30 Medium

T.HD - 1.3 - Server & infrastructure security
Information 

outside DB
1201-08_ISRV#3.0 Guideline 56 of EBA - GL -  2019 - 31 High

T.HD - 2.1 -Endpoint Security Baseline

1202-01_ISRV#3.0

1205-02_ISRV#3.0

CCM#4.0 - UEM-03

CCM#4.0 - UEM-09

CCM#4.0 - UEM-10

Guideline 36 of EBA - GL -  2019 - 06 Low

T.HD - 2.2 -Endpoint Security
Information 

outside DB

1302-04_ISRV#3.0

CCM#4.0 - UEM-11

CCM#4.0 - UEM-14

Guideline 36 of EBA - GL -  2019 - 06 Medium

T.HD - 2.3 -Endpoint Security
Information 

outside DB
1205-04_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 06 High

Backup T.BC - 1 - Backup
Information 

outside DB
1203-01_ISRV#3.0 Guideline 57 of EBA - GL -  2019 - 07 High

Business Continuity T.BC - 2 - Business Continuity N/A

CCM#4.0 - BCR-09

CCM#4.0 - BCR-10

CCM#4.0 - BCR-11

Guidelines 77-91 of EBA - GL -  2019 - 08 High

Disaster Recovery T.BC - 3 - Disaster Recovery N/A

CCM#4.0 - BCR-09

CCM#4.0 - BCR-10

CCM#4.0 - BCR-11

Guidelines 77-91 of EBA - GL -  2019 - 09 High

Data at Rest T- CC - 1 - Data at Rest
Information 

outside DB

1001-01_ISRV#3.0

1001-06_ISRV#3.0

1302-04_ISRV#3.0

Guideline 36 of EBA - GL -  2019 - 10 Medium

T- CC - 2.1 - Data in transit 
Information 

outside DB

1001-01_ISRV#3.0

1001-06_ISRV#3.0

1302-04_ISRV#3.0

Guideline 36 of EBA - GL -  2019 - 11 Medium

T- CC - 2.2 - Data in transit 
Information 

outside DB

1001-02_ISRV#3.0

1001-03_ISRV#3.0

1001-04_ISRV#3.0

1001-05_ISRV#3.0

Guideline 36 of EBA - GL -  2019 - 12 High

Communiction Security T- CC - 3 - Communiction Security
Information 

outside DB
1302-08_ISRV#3.0 N/A Medium

T.NS - 1.1 - Network Access and Traffic Control Baseline 1202-01_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 13 Low

T.NS - 1.2 - Network Access and Traffic Control

Information 

outside DB

1202-01_ISRV#3.0

1302-04_ISRV#3.0

CCM#4.0 - CCC-07

Guideline 36 of EBA - GL -  2019 - 14 Medium

T.NS - 1.3 - Network Access and Traffic Control
Information 

outside DB

1302-04_ISRV#3.0

'0904-14_ISRV#3.0
Guideline 36 of EBA - GL -  2019 - 15 High

T.NS - 1.4 - Network Access and Traffic Control Baseline 1301-05_ISRV#3.0 Guideline 36 of EBA - GL -  2019 - 16 Low

T.IM - 1.1 - Incident management process Baseline 

1601-01_ISRV#3.0

'1601-02_ISRV#3.0

'1601-03_ISRV#3.0

1601-04_ISRV#3.0

Guidelines 59-60 of EBA - GL -  2019 - 17 Low

T.IM - 1.2 - Incident management process N/A N/A Guideline 49 of EBA - GL -  2019 - 04 High

T.TPM - 1.1 - Third Party management Baseline

1501-01_ISRV#3.0

CCM#4.0 - DCS-11

CCM#4.0 - DCS-12

CCM#4.0 - DCS-13

CCM#4.0 - DCS-14

CCM#4.0 - DCS-15

CCM#4.0 - GRC-08

Guidelines 7-9 of EBA - GL -  2019 - 17 Low

T.TPM - 1.2 - Third Party management Information 

outside DB

1206-04_ISRV#3.0 Guidelines 7-9 of EBA - GL -  2019 - 18 High
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7 Data, 

Transaction 

Processing & 

Continuity Risks

7.3 Business 

process 

disruption Risks 

(BMC) & Physical 

Security & 

Safety Risks

7.3.1 A not 

appropriately 

restricted access to 

the areas where DB 

are provided may 

result in unauthorised 

acces.

KC - PS Physical Security

The SRO team is responsible to ensure that the Vendor [who] has 

implemented physical security and environmental controls [what] 

to physically secure environments (including where DB data can be 

viewed/printed or accessed) [where] to be denied unless 

authorised, and promote a safe and stable environment [how & 

when].

Secure areas T.PS - 1 - Secure areas
Information 

outside DB

1101-01_ISRV#3.0

1102-01_ISRV#3.0

1101-02_ISRV#3.0

CCM#4.0 - DCS-03

CCM#4.0 - DCS-07

CCM#4.0 - DCS-09

Guidelines 33-35 of EBA - GL -  2019 - 19 High

The SRO team is responsible to ensure that the Vendor [who] 

defines and implements an incident management process [what] to 

protect the security of DB data [why] handled within vendor IT 

environment [where]. The process includes the step to follow when 

an inciden occurs and a root cause analysis emediate any 

Incident management 

process (escalation to DB, 

root cause analysis)
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8 Information 

Technology Risk

8.1.4 IT Security 

Risks - IT 

Security 

Management 

Risk

R 8.1.4.1 Non-

compliance with DB's 

requirements for 

confidentiality of DB 

information, integrity 

of DB data and 

availability of services 

may negatively impact 

the services to DB.

KC - TPM
Third Party 

management

The SRO team is responsible to ensure that the Vendor [who] 

defines a framework to assess third party sub-contractors for cyber 

risk [what & why] and is consistently applied against vendor's sub-

contractors [when] through a structured and documented process 

[how].

Third Party management

11
8 Information 

Technology Risk

8.2.5 IT 

Operations & 

Production Risks 

- IT Event, 

Incident & 

R 8.2.5.1 Inappropriate 

incident management 

may lead to violation 

of confidentiality, 

integrity of DB data 

KC - IM
Incident 

Management

The SRO team is responsible to ensure that the Vendor [who] 

established encryption policy [what] to ensure the security of DB 

data at rest and in transit handled within vendor IT environment 

[where and when] by applying approved cryptographic solution 

[how].

Data in transit 

10
8 Information 

Technology Risk

8.2.6 IT 

Operations & 

Production Risks 

- IT 

Infrastructure 

Management 

Risk

R 8.2.6.3 Threats, 

vulnerabilities, or 

attacks are not timely 

identified, countered, 

and remediated 

resulting in service 

disruption, data 

KC - NS
Network 

Security

The SRO team is responsible to ensure that the Vendor [who] has 

established a network access and traffic control processes [what] to 

protect the security of DB data [why] handled within vendor IT 

environment [where]. The controls timely verify that only 

authorized devices can access to the network and that IT operations 

follow defined IT security requirements [how & when].

Network Access and Traffic 

Control

9
8 Information 

Technology Risk

8.3.1 Software 

Development 

Risk - 

Automated 

application 

control risk

R 8.3.1.1 Failure to 

comply with DB 

minimum encryption 

requirements may 

expose the bank to 

security threats and 

be vulnerable to 

attacks and frauds [F]

KC - CC

Cryptography & 

Communications 

security

Endpoint Security

8
8 Information 

Technology Risk

8.4 IT 

Availability & 

Svc. Continuity 

Risk

R 8.4.1 Inappropriate 

business continuity 

management may 

lead to violation of 

integrity of DB data 

and availability of 

services that may 

negatively impact the 

KC - BC
Business 

Continuity

The SRO team is responsible to ensure that the Vendor [who] 

maintains and reviews a Business Continuity and Disaster Recovery 

program [what] with a formalized plan [where] reviewed and tested 

annually [when] and results are documented with sufficient details 

[how] to ensure the business continuity [why].

Log management

Log Analysis

7
8 Information 

Technology Risk

8.2.6 IT 

Operations & 

Production Risks 

- IT 

Infrastructure 

Management 

Risk

R 8.2.6.2 The vendor 

information security 

framework to manage 

the security of DB data 

does not adhere to 

the DB Information 

Security 

requirements, leading 

to a potential breach 

of information 

security, resulting in 

DB’s operational and 

regulatory 

requirements not 

being met or 

KC - HD Hardening

The SRO team is responsible to ensure that the Vendor [who]has 

defined and enforced security policy [what] for all servers, 

infrastructure and end-point assets (e.g. corporate laptop, mobile, 

USB devices) used to support the DB service [where] and provides 

adequate measures to periodically monitor [how and when] the 

security of DB information [why].

Server & infrastructure 

security

The SRO team is responsible to ensure that the Vendor [who] 

ascertains that IT applications are subject to security testing (e.g. 

vulnerability assessment/Penetration testing) [what] on a regular 

basis as applicable and on pre-release phase [when] to prevent 

potential security threats and to detect and fix known vulnerability 

[why]. Security flaws are traced, ranked and remediated on a 

prioritised basis and in line with standards [how & where].

Vulnerability Management

Penetration Test

6
8 Information 

Technology Risk

8.2.6 IT 

Operations & 

Production Risks 

- IT 

Infrastructure 

Management 

Risk

R 8.2.6.1 Technical or 

privileged accounts 

are misused without 

detection or 

accountability for 

unauthorized access 

or modification of 

data, resulting in 

production or security 

incidents, processing 

errors or incorrect 

transactions executed. 

[F]

KC - LM
Logging and 

monitoring

The SRO team is responsible to ensure that the Vendor [who] has 

implemented audit trail functionality on IT systems [where] to trace 

activities of privileged and technical accounts [what]. Logs are 

regularly [when] reviewed by neutral and independent team. The 

vendor has defined escalation procedures [how] to follow-up and 

resolve identified or suspected cases of inappropriate usage of 

privileged or technical access [why].

5
8 Information 

Technology Risk

8.2.7 IT 

Operations & 

Productions 

Risks - 

Application 

Management 

(Baseline) Risk

R 8.2.7.1 Inadequate 

verification of 

potential 

vulnerabilities and 

flaws in application 

programming code can 

lead to threats, 

vulnerabilities, or 

attacks not timely 

identified, countered, 

and remediated; this 

could result in post-

KC - ST Security Testing

User access provisioning, 

de provisioning and 

recertification

4
8 Information 

Technology Risk

8.2.3 IT 

Operations & 

Production Risks 

- IT Production 

Change Control

8.2.4 IT 

Operations & 

Production Risks 

- Release & 

Deployment 

Risk

R 8.3.2.1 Weak of 

uncontrolled change 

management process 

could increase the 

likelihood and 

potential impact of 

production system 

instabilities.

R 8.2.3.2 Poor ticket 

quality could increase 

the risk of 

deployment failures, 

causing production 

system instability and 

business service 

failures. poor ticket 

quality.

KC - C&S Change & SSDLC

The SRO team is responsible to ensure that the Vendor [who] has 

defined and controls a change management and a secure software 

development lifecycle process [what] for all changes to the IT 

production environment and for software development where 

Deutsche Bank information is processed or stored [where]. These 

processess are documented, traced and recorded in line with 

standards and DB requirements [how] to ensure that the approval 

and execution process is properly enforced [why].

Change Management 

Process

Secure software 

development lifecycle 

(sSDLC) process

Media Handling (BYOD, 

mobile storage media, IT 

asset decommissioning and 

disposal)

3
8 Information 

Technology Risk

8.1.3 IT Security 

Risks - Access 

Management 

Risk

R 8.1.3.1 Implemented 

control processes or 

process practices for 

access management 

may not be compliant 

with defined internal 

and external control 

requirements thereby 

violating regulations 

or exceeding defined 

risk appetite. [F]

KC - AC Access Control

The SRO team is responsible to ensure that the Vendor [who] 

manages access to non-public DB information in every environments 

(e.g. production environment) [what] based on defined and 

documented policy criteria [where] related to secure authentication 

(e.g. strong authentication) [how] in ordert to ensure data security 

[why].

End-User Access

Privileged accounts 

monitoring and controlling

The SRO team is responsible to ensure that the Vendor [who] 

defines and implementes an Information Security Governance 

[what] to protect the security of DB data [why] handled within 

vendor IT environment [where] through the implementation of 

documented Information security and data protection policies and 

procedures [How&when].

Information Security 

Management System

Data Protection

2
8 Information 

Technology Risk

8.2.2 IT 

Operations & 

Production Risks 

- IT Service Asset 

& Configuration 

Risk

R 8.2.2.1 Lack of 

management of the IT 

Asset and Information 

Lifecycle protection 

could lead to financial 

losses e.g. due to 

theft or fraud [F].

KC - AM
Asset 

Management

The SRO team is responsible to ensure that the Vendor [who] 

manages IT asset and information [what] to protect the security of 

DB data [why] handled within vendor IT environment [where] by 

defining, implementing and regularly controlling processes for asset 

management and media handling [How&when].

1
8 Information 

Technology Risk

8.1.4 IT Security 

Risks - IT 

Security 

Management 

Risk

R 8.1.4.1 Insufficient 

monitoring of the 

effectiveness of 

vendor-operated IT 

security controls could 

lead to data security 

risks, data leakage and 

financial fraud risks. 

[F]

KC - ISG

Information 

Security 

Governance

Test on vendor-operated processes and controls.
Performed remotely or onsite at vendor prem. (risk-based).

Contractual 
checklist

Outsourcing 
management 

checklist 

Information 
security and 

technology RCM

Test on int. organization managing the services (i.e. Service Owner).
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Audit test work program
Test effort
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Work program and test effort is subject to annual review based on lesson learned and new / change of regulatory 
provisions. Further, test efficiency is monitored (staff budget) and assessed against automation/AI opportunity.

Low

Medium

High

Minimum 20 controls

Up to 45 controls

Up to 60 controls

Minimum 6 review 
items

6 to 15 review items 
(int. vs ext. Services)

Up to 20 review 
items

Information security 
and technology RCM

Contractual 
checklist

Outsourcing 
management 

checklist 

Minimum 27 
review items.

27 to 36 review 
items

Up to 36 review 
items

REMOTELY

ONSITE
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Agenda

1 Why We need a New Innovative Audit Approach

2 How We set-up the New Methodological Approach on Third-Parties

3 How can AI  increase audit testing efficiency

4 What We learned and what are the Future Challenges
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From Traditional to AI-powered auditing
Striving for tangible speed and efficiency, despite known limitations

20 May 2025, Rome, Luca Boaretto & Daniele Pasini 11

Extract key information from 
vendor contracts, saving 
time and manual effort

Streamline data extraction 
and improve accuracy

Populate audit test checklist 
and detect audit observation

Auditor involvement in the 
result review and quality 
check

Enable read-across on most 
common finding themes

Expand AI capability to 
analyse vendor’s further 
documentation (e.g. policies 
and procedures, data 
extraction) to compare with 
DB requirements, detect 
outliers/gap and formulate 
audit observations for 
stakeholders

Tool: VENDOR CONTRACT ANALYZER
• Tool release to audit staff
• Work for well-standardized contract
• Improvement required on non-

standardized document and non-
English contract

AUTOMATION

MACHINE LEARNING

GENERATIVE AI

Today

Proof of Concept

Blueprint

• ML need to be well-trained (e.g. dataset 
and prompt)

• Documents language, the legal jargon of 
contracts might influence the quality of 
result

• ML can increase annual audit coverage 
objective

• Vendor restriction on documents 
sharing with audit is a showstopper

• Might works well with testing of 
design, to be explore for operating 
effectiveness test
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Agenda

1 Why We need a New Innovative Audit Approach

2 How We set-up the New Methodological Approach on Third-Parties

3 How can AI increase audit testing efficiency

4 What We learned and what are the Future Challenges
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What We learned and what are the Future Challenges
Backward looking evaluation and Development Priorities
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So far

Recurrent patterns

• Vendor IT security controls below DB minimum requirements, especially 
on privileged access management, security vulnerability management, 
DLP configuration

• Many vendors managed by business lines with limited competence on IT 
security

• Service owner overreliance on vendor self-attestation (e.g. 
questionnaires) on DB policies adherence

What auditor should consider

• A balanced scepticism always helps. Listen to vendor, read policy and 
live test!

• Cannot cover and test everything. Use experience to focus on controls 
that really matter for you

• Do not underestimate onsite audit - it’s not only a nice-to-have
• Be transparent with stakeholders and vendor on what you do
• Do not audit vendors like you do when auditing your company/firm
• Remove bias on how you would expect a control to be designed and 

operated. Do not over compare it with your company internal controls 
set-up

To be

Audit test work program

• Increase audit scrutiny on subcontracting, in light of new technical 
standards set forth by DORA

Vendors coverage

• Increase coverage target per year with the support of AI
• Explore continuous auditing activities

Audit skills

• Staff training
• Auditor rotation
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Q&A
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Q
&

A
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Thank you for your attention 
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